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1. SCOPE AND PURPOSE 

 
This document contains Certification and Accreditation (C&A) documentation for the SC 
Lattice Quantum Chromodynamics Computing Project Extension (LQCD-ext). LQCD-
ext project installs and operates clusters and special purpose machines at Brookhaven 
National Laboratory (BNL), Fermi National Accelerator Laboratory (FNAL), and 
Thomas Jefferson National Accelerator Facility (Jlab). These systems are managed as 
parts of the enclaves maintained at each of the Laboratories and are governed by the 
corresponding rules of the Laboratories. 
 
Currently, the entire DOE C&A process is undergoing changes. LQCD-ext project office 
will monitor the process changes and make necessary changes to this document as new 
information becomes available. As of date, C&A status at sites are given below: 
 

 BNL: BNL is not operating any production system. However, the Laboratory 
expects to release a production quality system in near future. Appropriate 
Computer Security documentation covering the system will be in place before the 
release to production.    

 Fermilab. The Computer Security accreditation process is undergoing significant 
changes at Fermilab. Although adequate safeguards are in place, related 
documentation is not available yet. LQCD-ext project office will monitor the 
progress. 

 JLab: JLab is still operating under the existing Computer Security Authority to 
Operate (ATO) document issued by the U.S. Department of Energy ATO. This 
remains active until 2014. The copy of the ATO cover page is included in the 
following section. 

 
Complete sets of Computer Security documentation are maintained at the three operating 
sites and are available upon request.   

2. DOE AUTHORITY TO OPERATE DOCUMENT FOR JLAB 
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2.1 Thomas Jefferson National Accelerator Facility 

 

 



 

LQCD-ext C&A Documentation   5

 
 



 

LQCD-ext C&A Documentation   6

 

APPENDIX A: Acronyms 

 
ATO Authority to Operate 
C&A Certification and Accreditation 
LQCD Lattice Quantum Chromodynamics 
POAM Plan of Action and Milestones 
 


